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Physical, mental health and digital risks

Bill passage

;‘ﬁ’i Bill started in the House of 1“*"[ Bill in the House of Lords ]‘ﬁ’{ Final stages
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#SafeOnline @ Report stage @ Report stage

@ 3rd reading @ 3rd reading
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Working together to keep children safe

Pa\
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Department for Schools, colleges Parents / carers
Education and MATs

smoothwall.com SmC)(')thwal.'l.®



Ofcom Children and Parents: Media Use and Attitudes Report

Children and
Parents: Media

Use and Attitudes
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Parents concerns

Parental concerns

Sharing personal information online Exposure to inappropriate content
- 64°% Companies collecting information 73% Seeing adult or sexual content

about what they are doing online
"I INg & her tvoe of
@ 64% Them giving out personal 75% Seeing any other type o
(=)

inappropnate content
detalls to inappropriate people PPIOF

Experiencing harm or detriment Reputational damage

70% Them being bullied online/cyberbullying ' 56% Damaging their reputation

70% Seeing content which encourages them to hurt or harm themselves either now or in the future

60% The possibility of them being influenced by extreme views online
50% The pressure on them to spend money online

Loy o [

% Parents whose child age 3-17 goes online
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Student usage

Has profile on an app or site vs. Has own mobile phone, by age
3" 1ing YouTut Youlube K

S R L S e 1 O 13 14 15 16 17

11 12

Masownmobllephone 21% 19% 18% 171 26% 26% 50% GO Bo% 97% G974 97% 99% 100% 99%
cemprotie 13% 1A% 1A% 211 29% 431 541 66% 831 B8L 031 951 061 051 961
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What are they doing?

% of 3,17 year olds who use S|tes or apps ' Slgniﬁ(-]n( year-on-year increase
_‘_ Significant year-on-year decrease

89 B3
2021 iy

CSN 41
‘Em
-

YouTube/ WhatsApp TikTok Snapchat Instagram Facebook
YouTube Kids (inc, Direct) {inc, Direct)  (inc. Messenger)
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Digital Safeguarding
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Skills

Understanding

Privacy and security settings

Location based services

*Function of the app

Data sharing

Content and impact this can have on your footprint / image
Functionality of the app

‘Updates in the app

‘Knowledge of the device — What can my or my children’s device do?
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Online Safety HUb = https:/marusbridge.onlinesafetyhub.uk/

For Parents For School Staff

s Parent App ## Parent Advice LD Online Safety Tech W App & Game Reviews ©® About

DIGITAL PARENTING QUIZ

Take the quiz
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Themes and trends - content, contact, conduct and commerce

Instagram Tiktok ﬂ Yubo S Monkey

X e [ q
Snapchat Threads @‘ Jus Talk Chat GPT
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Pan

Smoothwall Games — Pegi European

Game
Information

WHERE CAN YOU FIND THIS PARENTAL GUIDANCE LABEL?

Video games must always display an age rating, but digital storefronts (for
mobile phones, consoles or pc) also offer other types of apps. Not all of
these have predefined content that can be classified and examined

beforehand. Certain apps function as platforms and offer a broad, variable

. selection of content (e.g. Netflix or Spotify). For these apps, we use the
parental guidance icon, alerting parents that while age-appropriate
Www_pegi_info content may be available, the platform may also offer access to content

that is not appropriate for children.
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Smoothwall Gaming questions

-\

What is the average age of a male gamer in the UK?

2. What is the average age of a female gamer in the UK?

3. How many hours do you have to spend on Fifa to get the best
team?

4. How much money do you have to spend on Fifa to get the best
team?

5. What are the odds of getting Cristiano Ronaldo in a loot box?
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Smoothwall Gaming answers

:
29k £6.5k
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Smoothwall Peer pressure

SVAND ) ASOm

T»M&F ‘amous “Couple” in the W.
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Smoothwall Pressures for young people
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Instagram
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Insta Threads

smoothwall.com

Find your
followers

Follow the same accounts you
follow on Instagram?

Keep your
username

Connect over
conversation

Share your
point of view
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Instagram New Feature — Quiet Mode

kyia_kayaks - @

” s7a 1018 2
A Py Foloasre  Foliedegy
‘e

MarTuns froariss
@ hasvirede
Fam iy bs i in Cakloma
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Snapchat - New Feature - Snapchat Meet up / Snapchat+

What is Snapchat+?

As a Snapchat+ subscriber, you can get exclusive,
experimental, and pre-release features for $3.99 USD
per month! These features enhance and customize
your Snapchat experience, enabling you to dive
deeper into the parts of the app you use the most &
Plus, you can peep cool new features betore anyone
else!

Get these exclusive features with Snapchat+:

® Ghost Trails o

e Best Friends Forever (Pin as #1 Best Friend) &
® Story Rewatch Indicator ol

{Themes (Android: coming

.::-4;

_____ o \'_-;Ih ddd

‘n.ui'..

We're always finding inspiration for new features to
make Snapchat more fun for you, so stay tuned!
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Snapchat

How does My Eyes Only work?

My Eyes Only is for Snaps that you want to keep extra private!

You can move Snaps and Stories in your Memories to My Eyes Only — then you can only see them after

you enter your passcode (&

To view My Eyes only, swipe up from the camera screen to open Memories, then swipe left to the My
Eyes Only tab and enter your passcode.

/A Important: You can only access your Snaps and Stories in My Eyes Only by entering your passcode! If
you forget your passcode, Team Snapchat cannot help you access or recover Snaps in My Eyes Only.
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Snapchat - My Al — Things to think about

Seggested For You
e 8
Charty Ledee
4 Au + Ao

Iz

Lheytath bl Qo

- hani ‘

My Al
View Friendship

Manage Friendship

Avatar Settings

Chat Settings

Story Settings

Location Settings

Privacy Settings

Send Profile To ...

12:47 wi ac €D
2 mya >
ME
I'm being bullied
MY Al

I'm so sorry to hear that. Have you talked to
anyone about it?

ME
No

MY Al

It's important to talk to someone you trust about
what's going on. Do you have any close friends
or family members you can talk to?

fehat ¢ @
1 The I'm

QIWIE|JR|TJY]JUJI]JO}P
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Whats App — Things to think about

smoothwall.com

15:38 I 6l 15:38
< Privacy < Privacy Profile Photo
Last Seen & Online Nobody, Everyone Everyone
Profile Photo Nobody My Contacts
About Nobody My Contacts Except...
Groups My Contacts Nobody
Status My Contacts
Live Location None

List of chats where you are sharing your live location.

Blocked 9 contacts

List of contacts you have blocked

DISAPPEARING MESSAGES
Default Message Timer Off

Start new chats with disappearing messages set to
your timer.

Read Receipts 0

If you turn off read receipts, you won't be able to see read
receipts from other people. Read receipts are always sent for
group chats.

QO & 22 O B 0O & & O

Status Calls Communities Chats Settings Status calls Communities Chats

&

Settings
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Whats App

smoothwall.com

2:04 w! TEN
Privacy
Privacy Checkup
Control your privacy and choose the %
right settings for you.
Start checkup
Last Seen & Online Nobody, Everyone
Profile Photo Nobody
About Nobody
Groups My Contacts
Status My Contacts
Live Location None
Calls
Blocked 10 contacts
3¢ s b
G ME
D4

2:04 o TEN

Privacy Checkup Done

Your Privacy Matters
Control your privacy settings and set up

WhatsApp just the way you want it.

§9 Choose Who Can Contact You

Control Your Personal Info

@ Add More Privacy to Your Chats

o Add More Protection to
Your Account

Go to Settings > Privacy to view more privacy settings.
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Algorithms
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Chat GPT

Chat GPT Online

Advanced Al Chatbot powered by ChatGPT API

Try on official website

Try here (online tool)
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Dall:e2

Research v Product v Developers v Safety Company v

DALL-E

DALL-E 2 is an Al system that can create realistic
images and art from a description in natural
language.

Try DALL-E 2 Follow on Instagram ~
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Spyware
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Digital Reputation

Lyndsey Vaughton— Work

Lyndsey Vaughton — School
Lyndsey Vaughton— Hobbies
Lyndsey Vaughton — Communities
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Sharenting

Kerry, Hannah
and Sophia on
their first day at
school.
030923Home
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Advice

Talk to your children
regularly

smoothwall.com SmOOthwall®

by Qoria



Resources
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Report harmful content

Helping everyone to report harmful content online

Q@@ﬂQ%CO

Threats Impersonation Bullying and Self-harm or Online Abuse Violent Content Unwanted Sexual Pornographic
Harassment Suicide Content Advances Content
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CEOP

2 R 4 5 If you need to hide this site X
Child Exploitation and Online Protection =2 g .x
quickly, just click here
EOP Quick exit

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

Should | make a report What happens when | How can CEOP help

to CEOP? = make a report? = me? =

If you're worried about online abuse or One of our experienced Child Protection Online abuse affects many children and

the way someone has been Advisors will be there to make sure you young people every day, CEOP has

communicating online, let CEOP know. get the help that you need. helped thousands of people in need of
support.
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Report Remove

HOwW TO GET JOUR IMAGE REMOVED

If youre under 18 and a nude image or video of you has been shared online, you can
report it and to be removed from the internet. You'll need to:

® Select your age and follow the steps below. R E P : RT
® Create a Childline account so we can send you updates on your report. R E M 0 i E

® Report your image or video to the Internet Watch Foundation (IWF).

Nude image of you online?
We can help take it down.
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Thank you!

Lyndsey Vaughton
Education and Wellbeing training lead
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